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13 June 2019  
 
SUBMISSION FROM OPEN RIGHTS GROUP TO THE JUSTICE SUB-COMMITTEE ON POLICING 
 
Open Rights Group thanks the Sub-Committee for the continued opportunity to contribute 
to its scrutiny of Police Scotland’s Digital ICT strategy. Open Rights Group had previously 
submitted its report “Seizing The Future” as evidence to the Committee and we stand by the 
conclusions drawn from that human rights analysis. 
 
In particular: 

- This issue is wider than the legal basis for cyber kiosks, it necessarily includes the 
whole process of seizing, searching and forensically examining electronic devices. 

- The current legal framework is not suitable for the unique challenges and 
intrusiveness that occur with the seizure of electronic devices.  

- There should be a reform of the current legal framework to bring the law in Scotland 
in line with human rights standards of foreseeability and compatibility with the rule 
of law. 

 
The Cyber Kiosk External Reference Group formed by Police Scotland met on Tuesday 11 
June 2019 to discuss the roll out of cyber kiosks. Police Scotland expressed a strong wish to 
move on to rollout of the kiosks and kiosk triage (screening) process in late Summer, 
operating to the same timeline they presented to the Sub-Committee in the hearing on 9 
May 2019. There is another External Reference Group meeting proposed for August to 
review continuing developments. 
 
While it is not for Open Rights Group to speak on behalf of other members of the Reference 
Group, the current position of many are well documented in the submissions that the Sub-
Committee has received. There is a general consensus that the lack of a clear legal basis is a 
continued point of concern with all aspects of computer and device seizure or consensual 
search, whether the preliminary process for which the kiosks were procured or the currently 
operating five cybercrime hubs. 
 
The terms of reference for the External Reference group were: 
 

To be a point of reference for Police Scotland’s development of policy and ethics to respond to the 
use of Digital Device Triage Systems (Cyber Mobile Kiosks).  

 
To provided challenge, test and scrutiny of the Police Scotland review process and of the outcomes 
to be delivered to ensure a value- based service is delivered. 

 
To highlight areas of compliance with relevant legislation that should be considered in any future 
model in accordance with human rights, data protection and security, privacy and employment 
law. 

 
The opinion of members of the External Reference Group was never going to be definitive 
on whether the roll-out of the kiosks should go ahead. It exists to challenge and push Police 
Scotland to improve their policies where they can. Open Rights Group believes the group 
has done that in some important areas and are encouraged with the willingness of Police 
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Scotland to engage in these difficult conversations, and has noted that policy and 
compliance issues have been significantly improved and developed as a result. 
 
However, there is a hurdle that we and the other parties can’t sufficiently clear and that is 
the legal basis. 
 
Police Scotland have maintained throughout that they are satisfied there is a sufficient legal 
basis in compliance with human rights standard. It remains the position of Open Rights 
Group that there is not a sufficient legal basis. That position is explored in detail in Open 
Rights Group’s report. 
 
The most appropriate area for a reform of the legal basis is through a legislative debate. It 
has come to the point where the debate has moved past terms of reference of the External 
Reference Group and Police Scotland’s own remit and sits firmly in the realm of the 
legislature.  
 
It is for this reason, Open Rights Group are disappointed to see the Cabinet Secretary for 
Justice in his letter of 12 June 2019 to the Sub-Committee respond to the specific concerns 
raised by the Sub-Committee regarding legal basis with a more general commitment in the 
creation of an independent reference group to scope legal and ethical issues arising from 
emerging technological developments. 
 
The issues pertaining to the seizure of electronic devices in Scotland that have been 
surfaced by the many different contributions to this debate point to issues for emerging 
technologies generally. From scrutinising how a proper trial of new technology should be 
run, to assessing procurement of technologies, through to exploring the areas of legality, 
compliance with human rights standards, oversight, and public communication. There is 
little Open Rights Group can see that another review will surface, and what is lost is time 
and opportunity to set in motion reforms to the law that are sorely needed. 
 
Indeed, Police Scotland have maintained support for greater clarity in the legal framework, 
most recently in the Sub-Committee session from 9 May 2019 where Detective Chief 
Constable Kerr reiterated a code of practice or additional legislative clarity would be 
welcome. 
 
Open Rights Group finds much to challenge in the legal opinion of Senior Counsel, 
significantly the opinion fails to sufficiently review issues around searches by consent, 
especially where victims of crimes are concerned, going forward there is clear agreement. 
The Counsel’s conclusion may have been that there is a legal basis, but their 
recommendation at para 32 is to bring forward legislation to underpin the use of cyber 
kiosks and the cybercrime hub.    
 
 This is what Open Rights Group and others have been calling for and would have hoped to 
have seen the Cabinet Secretary for Justice prepare to announce in his evidence to the Sub-
Committee.  
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A number of questions that have come from the Cabinet Secretary’s letter of 12 June 2019: 
 
Did the Cabinet Secretary consider a code of practice or legislative process? If so, what 
were the reasons against undertaking this process now?  
 
What does the Cabinet Secretary hope to add with this further review?  
 
Are there already identified unanswered questions attached to this particular issue that 
will be sent to this newly formed reference group? 
 
Has the Cabinet Secretary for Justice considered the potential effect of a delay to 
reforming and modernising the law? In particular operationally? 
 
 
Matthew Rice 
Scotland Director 


