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Dear 
 
Digital Triage Systems (Response to Letter dated 24th June 2020) 
 
Thank you for your letter dated 24th June 2020 in relation to the recent publication of the Information 
Commissioner’s Office (ICO) report of its investigation into mobile phone data extraction (MPE) by police 
forces in England and Wales. 
 
In your letter you seek to understand what consideration Police Scotland is giving to the Commissioner’s 
findings and recommendations, in particular whether policies and practices meet the necessary 
standards outlined by the commissioner.  You also seek an evaluation of the training of police officers in 
the use of kiosks.  
 
I would assure the Committee that Police Scotland has been working continually with the ICO in relation 
to our roll out of digital triage devices and their investigation of Police Scotland’s practices and 
procedures for mobile phone data extraction.  The receipt of the final report for Scotland is awaited. 
 
Meantime, we welcome the ICO report for mobile phone data extraction by forces in England and Wales 
and note its 13 recommendations.  These broadly relate to legislative framework, lawful basis for 
processing, withdrawing NPCC advice and template documentation, forensic codes of practice, 
excessive processing, retention and review periods, privacy notices, training, Data Protection Officers, 
use of Data Protection Impact Assessments (DPIAs) and changes to Victims’ code.   
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Through the governance of the ongoing rollout of Police Scotland’s Cyber kiosks a number of these 
recommendations have already been addressed.  In summary, and taking these recommendations as 
broad categories, I would highlight the following; 
 
The Government should strengthen the current legislative framework  
Police Scotland continue to welcome a review of the legislative framework and has always regarded this 
as an opportunity to provide greater clarity and foreseeability around the use of digital triage devices 
through legislation. 
 
Police forces should consider the lawful basis being relied upon to process personal data extracted from 
mobile phones, consider the applicability of the Investigatory Powers Act 2016 and withdraw the existing 
NPCC advice and template documentation, and produce new materials.   
 
Police Scotland procedures and guidance recognise the distinction between the lawful basis for seizure 
of a device and the lawful basis for any subsequent processing of personal data held on the device.  
Police Scotland, having consulted with the ICO, is satisfied that the lawful basis relied upon to process 
personal data extracted from devices is compliant with Part 3 of the Data Protection Act 2018.  Police 
Scotland has considered the applicability of the Investigatory Powers Act 2016 in this context in 
conjunction with COPFS Policy Division.  It is our assessment that examination of a device which is 
isolated from the network is not interference for the purposes of IPA 2016 and, in any event, the Police 
and Fire Reform (Scotland) Act 2012 provides statutory authority for examination without an IPA 
authorisation.  Our consent and advice forms were developed with knowledge of the concerns raised 
regarding NPCC documentation, and we remain confident these processes are fit for purpose. 
 
Implementing and maintaining forensic codes of practice 
Police Scotland are commencing the journey of ISO 17025 accreditation which will further strengthen our 
governance and ensure all processes are validated and reviewed regularly.  This will include new 
technologies and processes. 
 
Processing, retention and review of data with appropriate oversight and governance 
We are confident we have robust policies and procedures in place to ensure that the principles of 
lawfulness, necessity and proportionality form the basis of any decision making around the processing, 
retention and review of personal data with both governance and quality assurance built into the process.   
A further recommendation relates to the Crown Prosecution Service, this is under review with COPFS.   
 
Providing privacy information to all individuals whose devices are subject to MPE 
Police Scotland currently rely on Privacy Notices hosted on the Police Scotland Website for provision of 
information to all Data Subjects, including suspects and accused.  There is a suggestion in the ICO 
Report that provision of privacy information in this context may require direct engagement with Data 
Subjects (as with current Police Scotland mobile phone consent process for victims and witnesses), as 
opposed to generally available information.  This process is currently being reviewed following this 
recommendation. 
 
Implementing national training standards.  
Police Scotland officers and staff are required to complete annual Data Protection training.  Further 
training has already been instigated for Advanced Detective and SIO courses.  However, following this 
recommendation, the Cyber Crime Programme are designing a training package for delivery to all staff. 
 
Engaging Data Protection Officers and use of DPIAs 
Police Scotland have a Data Protection Officer and a dedicated department for oversight and 
consultation to ensure DPA compliance for all new data processing.  All new tools undergo a DPIA 
assessment at the outset and a retrospective review of existing processes for compliance is ongoing. 
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Revisions to the Victims’ Code, the Attorney General’s Guidelines on Disclosure, and the Criminal 
Procedure and Investigations Act 1996 Code of Practice  
Whilst this is England & Wales specific it is recognised that there may be similar requirement in relation 
to Scottish legislation.  Police Scotland are working with COPFS to explore potential implications. 
 
In response to your request on behalf of the sub- committee for the evaluation of training of police 
officers in the use of cyber kiosks.  I would advise that the training for, and continued roll-out of, the 
cyber kiosks within Police Scotland has only recently re-started  due to the CoVid 19 pandemic.  With the 
challenges presented from the pandemic our training delivery has had to be agile and innovative in this 
second phase of the roll-out.  The evaluation of this is ongoing from an internal perspective and once the 
roll out is completed the evaluation of the overall training delivery for Cyber Kiosks can be completed 
and shared with the members of the sub-committee. 
                                                                                                                 
Yours sincerely 
 

 
 
Malcolm Graham  
Deputy Chief Constable 

 


