
 

1 

4 June 2019 
 
 
 

 

Mr John Finnie MSP 

Convener, Justice Sub-Committee on Policing 

Justice Sub-Committee Clerks 

The Scottish Parliament 

Edinburgh 

EH99 1SP 

 
 

 
 
 
 
 
 

 
 
 
 

Will Kerr OBE 
Deputy Chief Constable 

Local Policing 
Police Scotland Headquarters 

Tulliallan Castle 
Alloa 

FK10 4BE 
DCC.LocalPolicing@scotland.pnn.police.uk 

Twitter: @DCCWillKerr 
 
 

 
 
 
 
 
Dear Convener, 
 
DIGITAL DEVICE TRIAGE SYSTEMS 

Thank you for the opportunity to provide further detail following the recent evidence session on 

cyber kiosks attended by ACC Johnson and myself.  In your correspondence of 13 May 2019 

you have asked me to address the following various points of clarification and/or provide 

additional information.   

Police Scotland Proposed Used of Ethics Panels 

Over the last year we have established both an External Reference and a Stakeholder Group to 

specifically consider our proposed use of Cyber Kiosks. We have found this exercise extremely 

worthwhile and we note that it has been commended by various members of the Groups.   

Police Scotland is committed to Policing which reflects our values. Fundamental to this is 

seeking appropriate advice, views and guidance from a wide range of stakeholders to inform 

our decision making. 

Ethics Advisory Panels (EAPs) can operate at operational and strategic levels and are utilised 

across many police forces. The principal intention of EAPs is to focus on the considerations and 

procedures that precede decision-making rather than on the decisions themselves. The Panels 

are part of a supportive mechanism that encourages a culture that uses the Code of Ethics and 
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the National Decision Model to enhance decision making and to enable people to do „the right 

thing in the right way‟. 

EAPs encourage an inclusive approach and are broad ranging and generic in their remit and 

operation. The Panels are not intended to be specific to any given business area or topic.  

All Panels are advisory in nature and serve to give support to the decision maker. It will always 

be the case that the responsibility for taking a decision remains with the decision maker. 

Nevertheless, that individual will have to take account of a Panel‟s views within their decision 

making rationale.  Only ethical issues can be raised within EAPs. Any other issues will be 

properly signposted elsewhere. 

A target operating model is being created within Police Scotland to deliver a three tier approach 

whereby Local and Regional Panels can discuss dilemmas and escalate them to the National 

Panels as required.  All of these panels can include external stakeholders. 

The panels will be supported by staff associations, internal departments including human 

resources and subject experts with appropriate flexibility dependant on the subject matter being 

considered. 

Thus far Panels have been established in Glasgow, North and East Regions with members 

receiving an input from academia and undertaking initial dilemma discussions. All discussions, 

whilst primarily for learning, have been based on real dilemmas. The final round of inaugural 

training panels will take place in June 2019. 

External participants have also attended from organisations such as Barnardo‟s, EVOC, 

Procurator Fiscal Service, Royal Marines, NHS Tayside, Perth & Kinross Association of 

Voluntary Service (PKAVS) and Interfaith Glasgow. 

The EAPs will provide written feedback to the individual who has raised the ethical dilemma by 

way of a summary of opinion of the EAP. Formal minutes are not recorded for the EAP though, 

where appropriate, outcomes will be published on the Police Scotland Intranet to ensure 

transparency.   

Draft Terms of Reference have been established for the EAPs for the initial training and 

establishment phase (these are attached at Annex A). 

The use of both External Reference and Stakeholder Groups have helped shape the use of 

EAPs. 

Independent Legal Opinion 

You have requested “could you please confirm the question that Police Scotland asked Mr 

MacLeod to consider and the documents that were provided to him” 

In the Memorial which was drawn up seeking the Opinion provided to Police Scotland by Murdo 

MacLeod, QC  the following particular questions were posed:- 
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1. What, if any, are the powers of police officers of the Memorialist of seizure in 

relation to electronic ICT devices with reference to the different categories of persons 

from whom they may be seized, namely, suspects, victims and witnesses? 

2.  With reference to Question 1 foregoing, where relevant, what are the powers of 

police officers to examine said devices? 

3. Does the current proposed use of Cyber Kiosk technology comply with the 

applicable requirements of the European Convention on Human Rights? 

4. Is our draft Legal Basis fit for purpose? 

5. Does Senior Counsel have anything else to add? 

In relation to question 4 it was agreed with Senior Counsel that he need not address 

himself to it as the production of his Opinion would effectively supersede the Legal Basis 

document he was being asked to consider.  

A list of the documents provided to Senior Counsel is included at Annex B. 

I appreciate that you already have copies of or access to most of those documents. We 

do not consider it appropriate to share all of the listed documents; those which have been 

excluded contain information that enable full and candid internal deliberations to take 

place and decisions to be made.  

You ask whether Senior Counsel was asked to address the concerns raised by 

stakeholders about the quality of the current law. As you can see from the foregoing 

questions, he was not. The written submissions of the relevant stakeholders were 

provided to Senior Counsel and their particular concerns around the quality of the law 

were highlighted. Senior Counsel was not asked specifically to address those concerns. 

Rather, Senior Counsel was asked to address himself to identifying the (lawful) powers 

available to police officers to seize and examine devices and, more particularly, whether 

the proposed use of Cyber Kiosk technology complied with the applicable requirements 

of the European Convention on Human Rights. In his clear and unambiguous Opinion, 

Senior Counsel confirmed the existence and extent of police officers‟ powers in this 

connection and that their exercise complied with the relevant provisions of ECHR. 

In response to your specific query:- 

”The legal opinion suggests that there is only a legal basis for searches without warrants 

prior to apprehension in “urgent cases”. Could you please confirm whether Police 

Scotland agree with this limitation on its power of search and provide details of what 

would constitute an “urgent” case? “ 

Police Scotland agrees with the position outlined by Senior Counsel in Paragraph 28 of 

his Opinion, namely, that the common law in Scotland does not entitle the police to 

search without warrant prior to apprehension, except in urgent cases (as per paragraph 

7-22 of Renton and Brown, Criminal Procedure). What constitutes an “urgent” case is 
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assessed on a case by case basis. Some examples of what the courts have interpreted 

as cases involving urgency are set out in paragraph 7.22 of Renton and Brown: “Urgency 

is widely interpreted in favour of the police and extends to the possibility that a suspect 

detained but not arrested may wash suspicious marks off his hands (Bell v Hogg 1967 

J.C. 49), or perhaps even that a suspect may visit his dentist and have removed or 

altered a tooth whose precise shape is of importance (Hay v HM Advocate, 1968 J.C. 

40). Urgency may also render admissible evidence obtained in the exercise of statutory 

powers of search by constables who are at the time trespassers in the suspect‟s house, 

even where the statute provides elaborate rules for searches and does not specifically 

authorise trespass (Cairns v Keane 1983 S.C.C.R. 277).” The disposable nature of digital 

evidence is such that urgency is likely to be a particular consideration. 

Aside from these limited common law powers, however, the Police also have numerous 

statutory powers of search without warrant available to them, for example, under the 

Misuse of Drugs Act 1971 and the Terrorism Act 2000 (as referred to in Senior Counsel‟s 

Opinion at paragraph 8). 

In response to your next specific query:- 

“The legal opinion also suggests that in the case of witnesses or complainers a warrant 

or consent would be needed to search a device. Could you please confirm whether 

Police Scotland agree with this limitation on its power of search?” 

Police Scotland agrees that in such circumstances the taking and examination of devices 

from witnesses/complainers should proceed on the basis of the informed consent of the 

holder or in the execution of some other lawful power, for example, a warrant. Police 

Scotland considers, that in exceptional circumstances there may be situations of 

urgency, which would justify the taking and examination of a device, for example, in order 

to fulfil the duty to protect life and property in terms of s.20 of the Police and Fire Reform 

(Scotland) Act 2012 and to adhere to a relevant duty (to protect life) under Article 2 of 

ECHR. I do want to stress to you and your fellow Sub-Committee Members that that 

would very much be the exception and that I make mention of it only for the sake of 

completeness and in the interests of transparency and candour. Ideally, recovery of a 

device from a witness or complainer would be as Senior Counsel sets out in his Opinion. 

We are aware that both the Investigatory Powers Commissioner‟s Office (IPCO) and the 

Information Commissioner‟s Office (ICO) continue to consider matters in relation to digital 

triage devices.  We are in contact with both bodies and will continue to consider any 

outcomes or advice from these deliberations. 

Proposed Consent Capture Form 

The Consent From will be used to record Consent from a Victim or Witness for any 

devices to be subject of Digital Forensic Examination – not just Cyber Kiosk triage.  We 

see this as an improvement in service delivery, devising a specific Form to provide a 

more auditable and  transparent process to enhance the decision making of the public 
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and better identify when consent has been secured, by whom and for what reason.  Prior 

to the existence of such a Form (or in exigent circumstances where no Form is to hand) 

such consent would be captured within Police Issue Notebooks and or within the 

statement of the victim/witness.  To be clear, this is not a change in policy, merely an 

enhanced auditable and transparent procedure to more easily report on the securing of 

someone‟s consent.  

The most significant facet of informed consent is the requirement for open engagement 

and the appropriate provision of information, providing appropriate and relevant details to 

an individual of their rights and enhancing their decision making. We intend to do so in 

language and terms which will make sense to the individual and will allow them to make 

a truly informed decision. It is recognised that any Form will be supported by the 

professional verbal engagement of Police Scotland Officers.  

On 29 May 2019, in pursuit of our ongoing active engagement we organised a workshop 

to consider public concerns in relation to digital forensic examination/use of cyber kiosks 

and implications of consent.  The workshop included key external representatives from a 

range of stakeholders representing protected characteristics including Age, Disability, 

Race and Victims of crime, children and young people and others.  Interaction and 

feedback was extremely positive and has allowed us to further develop how we will 

continue to communicate and provide relevant information to the public in relation to 

digital forensic examination and to further develop our Consent Capture Form.  It is our 

intention to ensure a Consent Capture Form is provided on each occasion consent is 

captured.  Copies of this form, along with the rest of the supporting document suite will  

be available via the Police Scotland website.   

We intend to share the draft Consent Capture Form with our External Reference and 

Stakeholder Groups as well as members of the Police Scotland National Independent 

Strategic Advisory Group.  We will finalise our full document suite including Consent 

Capture prior to Cyber Kiosk roll out.  

Data Protection Impact Assessment (DPIA) & Equality Human Rights Impact 

Assessment (EqHRIA) 

As you are aware, we will meet with our External Reference and Stakeholder Groups on 

11 June 2019 to discuss our full suite of documents including the Data Privacy Impact 

Assessment (DPIA) and Equality & Human Rights Assessment (EqHRIA).  When 

finalised we will of course share these with you. 

Police Scotland Report Response 

We will also undertake to provide a detailed response to the Sub-Committee‟s Report to 

SPA and thereafter to Sub-Committee prior to any roll out.  

Finally, I would advise that DCC Malcolm Graham has now been appointed as DCC 

Crime. His portfolio extends to the use of digital device triage systems and moving 

forward he will make representation on behalf of Police Scotland.  
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Yours sincerely 
 
 

DCC Will Kerr 

Local Policing 

Police Scotland 
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Ethics Advisory Panel 

 

Terms of Reference (DRAFT) 

 

 

Policing Values & Professional Ethics / May 2019 / v 0.2 

Police Scotland Ethics Advisory Panel 

DRAFT TERMS OF REFERENCE 
 
Version Control 
 

Version History of Amendments  Date 

0.1 Initial Approved Version 26/06/2018 

0.2 Revision to remove reference of Glasgow EAP specifically and 

create generic national version 

15/05/2019 
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Police Scotland Ethics Advisory Panel 

DRAFT TERMS OF REFERENCE 

 
 
Purpose 
 
1. This paper presents the Terms of Reference for the establishment and maintenance of the 

PSOS Ethics Advisory Panel (EAP) 
 
Aim 
 
2. The overall aim of the EAP is to encourage and support ethical decision-making within 

Police Scotland.  
 

3. The forum will review primarily on the considerations and procedures that precede decision-
making rather than on the decisions themselves. It will be a supportive mechanism that 
encourages a culture which uses the Code of Ethics and the National Decision Model to 
enable people to do „the right thing in the right way‟.  

 
4. It is imperative to promote this forum as a means whereby ethical dilemmas can be raised 

openly and debated to form a consensus that will ultimately improve the quality of policing. It 
is important to note that the forum is not an alternative to reporting unethical behaviour as 
this falls squarely within the boundaries of misconduct and/or criminality. Opportunity to 
report wrong doing exists either openly or anonymously via their respective professional 
standards departments or through the Police Investigations and Review Commissioner 
(PIRC). 

 
Structure 
 
5. The EAP will be internally focused and concern itself with matters relating to Police 

Scotland.  Dilemmas will be referred to the EAP by way of submission on the Intranet based 
portal that is completed by any employee. The submission will be sent directly to the Policing 
Values and Professional Ethics Unit who will assess whether what has been raised is a 
genuine ethical dilemma suitable for the EAP or whether it can be resolved at a local level. 
All submissions whether forwarded to EAP or not will be indexed and allocated a unique 
reference number. 

 
6. Meetings should be regular (3-monthly) and follow an agreed published timetable. Urgent or 

operational matters can be addressed between meetings by trained EAP members from 
Police Scotland 

 
Role 
 
7. The EAP will be an advisory and consultative body that offers advice and wide ranging 

opinion to enable the dilemma holder make a better informed decision. 
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Membership 
 
8. The membership of the EAP will allow for a broad range of experience and expertise, and 

will comprise of members from the local policing Division and officers or staff working within 
that geographic footprint.  
 

9. All members of the EAP will be vetted prior to becoming Panel members to ensure the 
organisation's values are upheld. 

 
10. All members will undergo training to enhance their understanding of EAPs and their remit on 

the Panel. 
 

11. Lay members will also be encouraged to apply to provide an independent opinion and fulfil 
the role of a „critical friend‟.  

 
Governance  
 
12. Experts within the field of ethics have been consulted at all stages of implementation and 

remain actively involved.  Regular reporting in to them will ensure the EAP remains on track 
and within the realms of this ToR.   

 
13. The chair of each panel will be an officer or Police Staff member comfortable with the role 

and that has undergone EAP training.  
 

14. Strategic oversight will be provided by National EAP that is chaired by DCC Designate. 
Regular updates will be provided on activity of Regional EAPs and comments invited. 

 
15. It is expected that most ethical dilemmas that are presented to the EAP will not be of a 

sensitive nature. However, if the chair feels that the dilemma concerns a sensitive matter or 
concerns material that falls into the arena of secret or top secret then they can decline the 
dilemma and pass this to DCC Designate for discussion and review. 

 
Outcomes 
 
16. The EAP will provide written feedback to the individual who has raised the ethical dilemma 

by way of a summary of opinion of the EAP. Formal minutes are not recorded for the EAP 
though, where appropriate, outcomes will be published on the Police Scotland Intranet to 
ensure transparency and enable learning. 
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Documentation provided to Senior Counsel 

 
The following documents are enclosed for Senior Counsel‟s assistance. 
  

1. Response to Invitation to Tender for Provision of Cybercrime Digital Forensic Kiosks 
2. Digitally Stored Evidence – Standard Operating Procedure (v.0.2 16 March 2018) 
3. Draft Cybercrime Kiosks Toolkit (v.0.12) 
4. Draft Digital Forensic Examination – Principles of Use document 
5. Letter from ACC Steve Johnson to COPFS dated 12 October 2018 
6. Letter from COPFS to ACC Steve Johnson dated 30th January 2019 
7. Draft Legal Basis document (v.0.6) 
8. Written submission to Justice Sub-Committee from SCBA and covering letter to Chief 

Constable dated 28th March 2019  
9. Written submission to Justice Sub-Committee from SHRC 
10. Written submission to Justice Sub-Committee from ICO 
11. Written submission to Justice Sub-Committee from Privacy International 
12. Written submission to Justice Sub-Committee from Open Rights Group 
13. Letter from ACC Steve Johnson to Convenor  of Justice Sub Committee dated 15 March 

2019  
14. Letter from COPFS to Sub-Committee dated 20th March 2019 
15. Letter from DCS Mclean to Justice Sub-Committee 3rd April 2019. 
16. Briefing Paper for DCC Kerr and ACC Johnson, dated 5th April 2019. 
17. Police Scotland document (undated) entitled „Digital Device Triage – Cyber Kiosks: 

Considerations and Determination‟. 
18. Discussion Paper – “The Future of Digital Evidence.” – Professor Niamh NicDaeid and 

Mr. Michael Marra, University of Dundee 
 
 

 


