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Gerry McLean 
Det. Chief Superintendent 

Scottish Crime Campus  
Craignethan Drive 

Gartcosh 
G69 8AE 

 
 

Tel: 01236 818509 
HEADOFOCCTU@scotland.pnn.police.uk 

 
Dear Convener, 

 
Thank you for your letter of 29 March 2019, addressed to ACC Johnson and 
the opportunity to respond to the matters detailed in the correspondence.  
 
In his letter dated 13 February 2019, ACC Johnson advised that all future 
correspondence would be sent from him, however, he is currently on annual 
leave and I considered it prudent to reply in his absence. As you know, I have 
departmental responsibility for Cybercrime within Police Scotland. 
 
Police Scotland welcomes the level of interest to such an important matter, 
like Cyber Kiosks. This has afforded a space to reflect on our own processes, 
levels of engagement, governance and make improvements within the Cyber 
programme.  In trying to deliver the best possible service to the public, we 
recognise the importance of the Sub-Committee‟s work if we are to deliver a 
first class service that retains the trust and confidence of the communities we 
serve. 
 
The National Cybercrime Technical Strategy was first approved in principle by 
the Police Scotland Change Board on 4 October 2014.  
 
The first Business Case (Phase 1 - Formation of Newbridge) was compiled 
following the approval of the „Technical Strategy‟ and presented to SPA 
Finance and Investment Committee on 16 March 2015. It was subsequently 
presented and approved at SPA Board on 29 April 2015.  
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In respect of the Cyber Kiosk trials which took place in Edinburgh (2016) and 
Stirling (2017), while it was not our intention, we may inadvertently have 
caused some confusion around the number of reports generated from the 
respective trials.  
 
The technology which supports Cyber Kiosks was already in use at our 
cybercrime hubs. The intention of the trials was to assess the suitability of this 
technology being deployed in support of frontline officers, to conduct an 
assessment of training needs and to test the technologies available from 
different vendors.  
 
In not identifying „the change in use‟ of this technology or undertaking the 
usual impact assessments, we accept the mechanisms and standards of 
reporting fell some way short of the standards we would normally expect. 
 
By late 2015, the financial picture meant we were unable to deliver the 
„Technical Strategy‟ in full, with the Cyber Crime team looking for 
opportunities to realise improvements in service delivery. The trials were 
designed to support the original National Cybercrime Technical Strategy and 
compliment the three planned phases of work; Phase 1 having already 
delivered the Cyber Crime hub in the east of the country. 
 
In respect of the Edinburgh „kiosk‟ trials, a report titled “Telephone Kiosk 
Report” was generated and retained in support of the original business case.  
 
In respect of the Stirling „kiosk‟ trials, the response from local officers was 
largely positive and we would ordinarily have expected this to have been 
captured within a formal note or report. This did not happen and regrettably I 
can confirm there is no report available for the Stirling trials. 
 
By late 2017, the force was in a position to support Phases 2 & 3 of the Cyber 
Infrastructure plan (West & North) and to consider the procurement of Cyber 
Kiosks. This was the background to the report titled “Kiosk - Trial Business 
Case” being created to consider improvements in service delivery and in 
particular the proposal around Cyber Kiosks.   
 
It may be worth noting that while there had been no formal report generated at 
the conclusion of the Stirling trials, the „Kiosk – Trial Business Case‟ was 
authored by Cybercrime (East) and cognisant of the „Telephone Kiosk report‟ 
(Edinburgh) along with the anecdotal information gathered from Stirling.   
 
Both these reports have previously been provided as part of the Police 
Scotland Submission to the Sub-Committee, following your letter dated 15 
May 2018, titled „Police Scotland Proposed Use of Digital Device Triage 
Systems‟. 
 
The Sub-Committee has sought clarity on the comments made by Detective 
Superintendent Burnett, 
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 “A couple of brief reports were completed at the end of the trials and, prior to 
moving to the procurement of the kiosks”.  
 
The comments made by DSU Burnett were intended to cover the report from 
the „Telephone Kiosk Report‟ and the „Kiosk – Trial Business Case‟. It was 
never the intention of DSU Burnett to suggest that any report of the Stirling 
trials was in existence and we apologise if this has led to some confusion. 
 
The Sub-Committee has also sought clarity on the redacted email between 
Police Scotland and the Crown Office and Procurator Fiscal Service, 
 
„The project concluded a few months back and to be honest has established 
excellent results in E Division and mixed results in J Division‟ 
 
I have already provided an explanation around the Stirling trials and while it is 
correct to state the trials in Edinburgh (E Division) were largely positive, the 
reference to J Division (The Lothians & Scottish Borders) is factually incorrect.  
 
When trials were first considered there had been some tentative scoping with 
local policing colleagues in J Division. For operational reasons, these trials 
were not able to be supported by the division and consequently never took 
place. The reference to J Division would appear to be an error on the part of 
the email‟s author and has perhaps been confused with those trials which 
subsequently took place in Stirling. 
 
As we have previously acknowledged, the reporting and governance 
surrounding the initial trials of Cyber Kiosks was clearly not of a standard that 
should be expected and we seek to provide an assurance to the Sub-
Committee that robust governance and audit procedures are now in place 
within Police Scotland.   
 
In relation to your request for the business case paper that Police Scotland 
provided to the SPA, it may be helpful to refer you to the written submission of 
Mr Kenneth Hogg, dated 20 July 2018, which outlines this in further detail and 
includes; 
 
„The SPA‟s Scheme of Delegation provides that tenders and contract awards 
for goods and services of up to £500,000 can be authorised by Police 
Scotland without a requirement for additional authorisation by the Chief 
Officer of the SPA.‟ 
 
As per Mr Hogg‟s submission, I can confirm that no specific business case 
was submitted to the SPA in relation to Digital Device Triage Systems (Cyber 
Kiosks) procurement as it was not our understanding there was a requirement 
to do so. Upon reflection, we recognise it would have been more transparent 
to fully document, record and share these proposals with SPA, regardless of 
the stated position within the regulatory framework for public sector 
procurement. This is one of the areas for improvement which we have already 
adopted and included in all our programmes of work.  
 



OFFICIAL 
 

OFFICIAL 
 

As previously stated, an opportunity presented itself in 2017/18 to secure the 
financial support required to deliver Phases 2 & 3 of the National Cybercrime 
Technical Strategy. The Cybercrime team submitted a Revised Financial 
Model, which included costing details for the procurement of kiosks, to the 
Police Scotland „Corporate Finance & Investment Board‟ (CFIB) on the 26 
September 2017. This was approved by DCO Page at the CFIB meeting on 
26 September. 
  
In relation to the Sub-Committee‟s desire to consider associated business 
cases and policy proposal for Cyber Kiosks including the detail you refer to in 
your most recent letter dated 29 March, it may be of some assistance to refer 
to the SPA submission to the Committee dated 30 April 2018. This includes 
the presentation previously referred to by Mr Hogg and includes detail in 
respect of Cyber Kiosks. 
 
I would like to express once again my understanding of the concerns raised 
by the Sub-Committee and others in relation to the proposed use the Kiosks. 
It is incumbent upon the service to provide the necessary assurances that 
appropriate safeguards are in place in respect of the necessity, 
proportionality, and legitimacy of device examination.  
 
If I can be of any further assistance please do not hesitate to contact me. 

 
Yours sincerely 

 

 
 

Gerry McLean 
Det. Chief Superintendent 

 


